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Forward-Looking Statement
Statements regarding our product development initiatives, including new products

and future product upgrades, updates or enhancements represent our current

intentions, but may be modified, delayed or abandoned without prior notice and there

is no assurance that such offering, upgrades, updates or functionality will become

available unless and until they have been made generally available to our customers.



AGENDA

How to Build an LTI 
Advantage Tool

What is LTI?
Platforms and tools; security; services

Building and Deploying an LTI Application
B2 Example – UI and Java API

LTI Launch
LTI Deep Linking

LTI Services

Application developer makes it available

How to get a new app installed

How to configure placements and where they appear



About Me

• With Blackboard in Product Development > 13 
years

• Member of IMS Global LTI and Caliper Technical 
Working Groups

• On the Developer Relations team with Scott 
Hurrey

• Dad, classical guitar, nature photography



What is a B2?

• Blackboard Building Block

• Java Web Application

• Access to Learn Java APIs

• Access to Learn database (ouch)

• Runs inside Learn JVM (super ouch)

• UI of choice?

• XML configuration files

• Not supported in Ultra

• There be DRAGONS



What is LTI?

• A UI flow to connect LMS/VLE (Platform) 
to an Application (Tool)

• Provides Single-sign On (SSO) capabilities 
– a TRUST relationship between Platform 
and Tool

• Services to get data into and from a 
Platform

– Content, e.g., Video, Assignment, Book
– Roster

– Grades

TWO VERSIONS: 1.1 and 1.3/Advantage

Application 
or Content 

Provider

Learning 
Management 

System



A Brief History of LTI

LTI 1.0 OAuth 1.0 Basic 
Launch Request

LTI 1.1 OAuth 1.0 Basic 
Launch Request Basic Outcomes

LTI 2.0 OAuth 1.0 Basic 
Launch Request Basic Outcomes Registration 

Launch
Consumer 

Profile Service

Proxy 
Registration 

Service

Tool Settings 
Service

LTI 1.3 OpenID Connect 
Based Message 

Launch

OAuth 2.0 Based 
Service 

Definition



LTI 1.3/Advantage Security

LTI 1.3

IMS 
Security 

Framework

OpenID 
Connect

OAuth 
2.0



Meet LTI Advantage

Deep Linking

Names and 
Roles

Assignments 
and Grades

LTI 1.3 Core



Deep Linking

Platform Tool
Request Content

Select or Create 
Content 

Return
Content 



Names and Roles

SIS Tool
Users & 
Courses Request 

Members

MembersLine items 
& Grades



Assignments and Grades

Platform
Gradebook

Platform Tool

Assessment

8/10

Grading



Application Developer

• Build an awesome web application

– Language and UI framework of choice

• Support LTI Launch

• Get IMS Global certification 

• Deploy it somewhere (Azure, AWS, Heroku, …) 

• Register it with Blackboard ONCE

• Deploy it to Learn (Admin)

• Use it in a course or however you like 
(Instructors & Students)



Bad News: Specs you should read

• OAuth 2:

– https://oauth.net/2/ (Client Credentials flow)

– https://www.digitalocean.com/community/tutorials/an-introduction-to-oauth-2

• OpenID Connect:

– https://openid.net/specs/openid-connect-core-1_0.html#ThirdPartyInitiatedLogin

• JWT:

– https://tools.ietf.org/html/rfc7519

– https://jwt.io

• LTI Advantage: 

– https://www.imsglobal.org/ims-security-framework

– https://www.imsglobal.org/activity/learning-tools-interoperability

https://oauth.net/2/
https://openid.net/specs/openid-connect-core-1_0.html
https://tools.ietf.org/html/rfc7519
https://jwt.io/
https://www.imsglobal.org/ims-security-framework
https://www.imsglobal.org/activity/learning-tools-interoperability


Sample Tool Data Model



LTI 1.3 Launch

• OIDC login

• Parse JWT – header.body.signature

– The launch is an OpenID id_token (JWT)

• Validate header

– Get kid and public key from JWKS URL

– Get algorithm and validate it is what you 
expect

• Validate payload & signature

• Get payload



Open ID Connect 3rd-party-initiated Login Flow



OIDC Login GET or POST – create state and nonce

Get from registration



Receive Launch POST – id_token and state



Validate State & JWT



Verify JWT Client ID

Verify issuer



Verify JWT Signature



Parse the JWT



Get OAuth Tokens and Redirect to Tool UI



Handle Deep Linking

• Just like LTI 1.3 launch, but 
different

• Build a UI to create/select 
content

• Build payload to send back to
LMS
• Can be links or embedded

• Sign payload (JWT)
• Post back to LMS return URL



Deep Link Launch



Deep Link Response



Deep Link Response JSON

Embed



Deep Link Response JWT



Sign Response JWT



Send the Response as a form POST



Provide URL to your Public Keys

• JSON Web Keyset or JWKS URL

• JWK format

• PEM2JWK converter 
https://8gwifi.org/jwkconvertfunctions.jsp

https://8gwifi.org/jwkconvertfunctions.jsp


Big Sigh of Relief



Break Time



Get LTI OAuth 2 Bearer Token



Get Course Roster – Names & Roles Provisioning Service



Names & Roles (and Groups) Response



Post a Score to Assignment & Grades Service



Some “Gotchas”

• In an id_token, the “aud” can be either an array or a string.

• Launch URLs are pre-registered so cannot change per-launch. For backwards compatibility, use the 
target link URI in the https://www.imsglobal.org/spec/lti/v1p3/#target-link-uri claim.

• There are three ways a tool’s public key can be shared – don’t use the other two

– Recommended – A tool provides a JWKS URL with their public keys.

• In a deep linking launch the “data” value given by the platform must be returned unchanged.

• When requesting an access token, the “aud” must be the platform auth provider if given. If no 
platform auth provider is given the auth token endpoint must be used instead.

• The OpenID Connect login request can be a get or a post.

• A registration can have many deployments, never assume there is only one.



Public REST API – When LTI is not Enough

• Decide whether to use 3-legged OAuth (act on behalf of user)

• Get a bearer token

– Different than LTI token

• Construct a payload

• Call the APIs



3-legged OAuth – get auth code



3-legged OAuth – receive auth code



Get REST OAuth 2 Bearer Token



Get Courses & Create Calendar



Register an LTI 1.3 Application

• Go to https://developer.blackboard.com

• Register your email to create an account

• Create an Application

– Supports both REST and LTI Advantage

• Enter tool information:

– OIDC Login URL

– Redirect URI(s)

– JWKS URL for your public key(s)

https://developer.blackboard.com/


Save Important Learn Values

• Application Key & Secret for REST

• Application ID == Client ID in LTI

• Issuer is always https://blackboard.com

• Learn JWKS URL

• Learn OAuth2 token endpoint (for grades, etc.)

• Learn OIDC auth endpoint (for launch flow)

• Update your tool’s configuration

https://blackboard.com/


Learn Administrator

• Get the Application ID (Client ID in LTI-speak)

• Register REST Application - OPTIONAL

• Register LTI 1.3 Tool

• Create one or more Placements



LTI Placements in Learn

• Currently Support 6 types

– Deep Linking

– Content

– Course

– System

– Admin

– Ultra extension*

• Usually specified by Application Developer

* A topic for another day, e.g., EesySoft



Demo Time



Recent and Future

• Ability for students to embed LTI content (e.g., 
videos)

• Course Groups with Names & Roles

• Embed in Original editor*

• Tool developers define LTI Placements*

• Submission Review spec so can launch to the 
right place in the tool from gradebook*

*Coming soon(ish)?



LTI Resources

• https://github.com/blackboard/BBDN-LTI-Adv-Node

• https://github.com/IMSGlobal/ltibootcamp

• https://pypi.org/project/PyLTI1p3/

• https://www.imsglobal.org/ims-security-framework

• https://www.imsglobal.org/activity/learning-tools-interoperability

• https://docs.blackboard.com/learn/REST/Getting%20Started%20With%20REST.html

• https://docs.blackboard.com/dvba/Using%20the%20Blackboard%20Learn%20AMI%20for%20REST%
20and%20LTI%20Development.html

https://github.com/blackboard/BBDN-LTI-Adv-Node
https://github.com/IMSGlobal/ltibootcamp
https://pypi.org/project/PyLTI1p3/
https://www.imsglobal.org/ims-security-framework
https://www.imsglobal.org/activity/learning-tools-interoperability
https://docs.blackboard.com/learn/REST/Getting%20Started%20With%20REST.html
https://docs.blackboard.com/dvba/Using%20the%20Blackboard%20Learn%20AMI%20for%20REST%20and%20LTI%20Development.html


Questions?




